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“Togetirer, witih Godo U owr heant; tire
pativ to- ounr dureams witiv stourt’’

Inspired by Psalm 20:4

Qur School Vision

Our Vision:

We dre the Kirkdale, St Lawrence CE Familg. We dre
a nurturing, safe, inclusive school which is the
anchor of our diverse community. Through God's
love, we support everyone to flourish spiritually,
dcademically and personally; this is our
heartbeat. All are valued here for who they are
and what they could become.

Qur School Values

Thankfulness | Trust _




Who does the policy apply to?

This policy applies to all members of the school community (including staff, pupils, volunteers,
parents/carers, visitors, community users) who have access to and are users of school ICT systems, both in
and. out of school. Head teachers are empowered (The Education and Inspections Act 2000), within reason,
to regulate the behaviour of pupils when they are off the school site and permits members of staff to
impose disciplinary penalties or inappropriate behaviour. This is pertinent to incidents of cyber-bullying, or
other e-safety incidents covered by this policy, which may take place out of school, but is linked to
membership of the school. Kirkdale, ST Lawrence CE will deal with such incidents within this policy (and
associated behaviour policies) and will, where known, inform parents / carers of incidents of inappropriate
e-safety behaviour that take place out of school. Children’s mental health, which will be a concern in all
bullying incidents was added to KCSIE 2020 ensuring that staff should consider when this might become a

sa.fegu.ardmg concermn.

Introduction:

What is online safety?

Online safety focuses on the education of children and young people on the benefits and risks of using new
technology (including Internet technologies and electronic communications such as mobile phones and wireless
technology); providing safequards and awareness for users to enable them to control their online experiences.
Kirkdale, ST Lawrence C. E. Primary School’s online policy will operate in con junction with other policies

including those for Safeguarding, Pupil Behaviour, Bullying, Data Protection and Security.

We aim to ensure that children and young people are protected from harm and supported to achieve the

maximum benefit from new and developing technologies, without risk to themselves or others.
Online Safety depends on effective practice at a number of levels:

® Responsible ICT use by all staff and pupils; encouraged by education and made explicit through published

policies.

* Thorough implementation of online safety policy in both administration and curriculum, induding secure

school network destgn and use.

® Safe and secure broadband including the effective management of content filtering.

Benefits of digital technology:

The internet and other digital information technologies are compelling devices and have become an essential
part to the lives of children and young people in today's society. Electronic communication opens up new

opportunities for everyone; helping teachers and pupils share and learn from each other. These technologies
can stimulate discussion and creativity, whilst increasing awareness of context to promote ef fective learning.

Children and young people should have an entitlement to safe internet access at all times.

The benefits of using the Internet in education indude:

® Access to world-wide educational resources including museums and art galleries;




e Educational and cultural exchanges between pupils world-wide;
® Access to experts in many fields for pupils and staff;

® Professional development for staff throu.gh access 1o national deve[opments, educational materials and

effective curriculum practice;
e Collaboration across support services and professtonal associations;

° |mproved access 1o technical support anlud'mg remote management of networks and automatic system

updadtes;

° Exchange of curriculum and administration data with the Local Au.thor'ttg ; access to learning wherever

and whenever convenient.

The effective and safe use of these innovative and progressive technologies has proven to raise sel f-esteern

and impact directly on pupil progress.

\/\/hg is Internet Use |mportant?

Internet use is an integral part of everyday life at Kirkdale, St Lawrence C. E. Primary School; for both
pupils and teachers. It raises educational standards, promotes pupil achievement, supports the professional
work of staff and enhances the school's management and administration systems. As part of the statutory
curriculum, it is a necessity for effective learning. Access to the Internet is therefore an entitlement for
pupils, who need guidance and development in a responsible and mature approach to its use. Our school has
a duty of care in providing pupils with quality and safe Internet access. The internet is a. powerful tool and
we actively encourage it's usage outside of school. However, children will need to learn how to evaluate and

_judge Internet information; tak‘mg care of their own safetg and security.

World Wide Web

® | staff or pupils discover unsuitable sites, the URL (address), time, content must be reported to the
Headteacher, who will be able to add the site to the school filter list.

® School will ensure that the use of Internet derived materials by pupils and staff complies with copyright

law.

® Pupils will be taught to be critically aware of the materials they are shown and how to validate

information before accepting its accuracy.

Email

Pupils may only use approved e-mail accounts on the school system.
Pupils must immediately tell a teacher if they receive offensive e-mail.

Pules must not reveal personal details of themselves or others in e-mail communication, or arrange

to meet anyone without spedj:'Lc permission.

¥ whole class or group e-mail addresses are used in school, this will be monitored by the dass
teacher.

Access in school to external personal e-mail accounts may be blocked .




o [E-mail sent to external organisations is written car‘efu.llg and authorised bg the dass teacher before

smdmg, in the same way as a letter written on school headed paper-

® The forwarding of chain letters is not permitted.

Social Networking

® We will block/ filter access to social networking sites and newsgroups unless a specific use is approved ( g.
Twitter)

® Pupils are advised never to give out personal details of any kind which may identify them or their

location.
° Pu,plls are advised not to p[a.ce personal photos on any social network space.

° PupLLs are advised on security and encouraged to set effective passwords, deny access to unknown

individuals and instructed how to block unwanted communications.
Video Conferencing
® Video conferencing will be appropriately supervised for the pupLLs' age.

Managing Emerging Technologies

° Emev*g'mg technolog'ws will be examined for educational benefit and a risk assessment will be carried out

before use in school is allowed.

® Mobile phones will not be used for personal use during lessons or formal school time. The sending of

abusive or inappropriate text messages is Jorbidden.

® Staff will be issued with a school phone where contact with pupLLs/ parents is required.

Published Content and the School Web Site
e The contact details on the Web site will be the school address, e-mail and telephone number-.
® Staff or pupils personal information will not be published.

® The Headteacher or nominee will take overall editorial msponsLbLLLtg and ensure that content is accurate

and appropriate.

Publishing Pupils” Images and Work

® Photographs that incdude pupils will be selected carefully, in accordance with. Child Protection regulations.

° Pu.pl[s' Full names will not be used anywhere on the Web site or Blog, particularly in association with

photographs.

® Permission from parents or carers will be obtained before photographs of pupils are published on the school

Web site.

® Work can only be published with the permission of the pupil and parents.

Communications




Kirkdale, St Lawrence C. E. Primary School is thorough in assessing the benefits and risks of the ever-
increasing development of communications technologies. Therefore, the following table, for usage of such

devices, considers how they can both enhance and pose risk to a child’s educational experience

Staff and others Pupils

Communication Allowed Allowed at | Allowed Mot Allowed at | Allowed Mot

Technologies certain for allowed certain with staff allowed
times selected times permnissicn
staff

Mobile phones may
e brought

to school

Use of mobile phones
in lessons

Use of mobile phones
in social

time in designated
areds

Taking photos on
mobile phones
Taking educational
photos on school
tablets

Removal of school
tablets school site
Use of hand held
devices/ consoles etc
e.q.

Mintendo Switch,
smart watches etc.
Use of personal email
addresses

in school, or on school
network

Use of school email
for personal

emails

Use of chat rooms /
facilifies

Use of instant
messaging

Use of social
networking sites in
school

Use of blogs

Assessing Risks

® The school will take all reasonable precautions to prevent access to inappropriate material. However, due to
the international scale and linked Internet content, it is not possLble to gquarantee that unsuitable material will
never appear on a school computer-. Neither the school nor the LA can accept [Lab'Ll'Ltg for the material

accessed, or any consequences of Internet access.

® The school will audit ICT use to establish if the online safety policy is adequate and that the
implementation of the online safety policy is appropriate.

Technical — infrastructure / equipment, ﬁltev‘mg and monitoring

Kirkdale, St Lawrence C. E. Primary School will be responsible for ensuring that the school infrastructure /
network is as safe and secure as is reasonably possible. We will ensure that the policies and procedures

approved within this policy are implemented. School ICT systems will be managed in ways that ensure that




the school meets the online safety technical requirements outlined in the Local Authority E-Safety Policy and

guidance
® There will be regular reviews and audits of the safety and security of school ICT systems

® Servers, wireless systems and cabling must be securely located and physical access restricted o All users will
have dearly defined access rights to school ICT systems. Details of the access rights available to groups of
users will be recorded by the Network Manager.

e All users (at KS2 and above) will be provided with a username and password by the Network manager

who will keep an up to date record of users and their usernames. Class logons and passwords will be used

For KSI pupils.

e The “administrator” passwords for the school ICT system, used by the Network Manager (or other person)

must also be available to the Headteacher and kept in a secure place (e.gA school sa fe)

® Users will be made responsible for the security of their username and password, must not allow other

users to access the systems using their log on details and must immediately report any suspicion or evidence
that there has been a breach of security.

® The school maintains and supports the managed ﬁ[termg service

® In the event of the Network Manager needing to switch off the filtering for any reason, or for any user,
this must be logged and carried out by a process that is agreed by the Headteacher.

® Any filtering issues should be reported immediately

® Requests from staff for sites to be removed from the filtered list will be considered by the Network
Manager and Headteacher. |f the request is agreed, this action will be recorded and logs of such actions

shall be reviewed regularly.
® School ICT technical staff regularly monitor and record the activity of users on the school ICT systems.

o An appropriate system is in place for users to report any actual / poten’aal e—safetg incident to the

Network Manager/ Headteacher.

® Appropriate security measures are in place to protect the servers, firewalls, routers, wireless systems, work
stations, hand held devices, etc. from accidental or malicious attempts which might threaten the security of
the school systems and data.

e An agreed poLch is in place Jor the provision of temporary access of “9uests" (e.g. trainee teachers,

visitors) onto the school system.
® An agreed policy is in place regarding the downloading of executable files by users.

® An agreed policy is in place regarding the extent of personal use that users (staff / pupils / community

users) and their Family members are allowed on laptops and other portable devices that may be used out of

school.




® An agreed policy is in place allows staff to / forbids staff from installing programmes on school

workstations / portable devices.

® An agreed policy is in place regarding the use of removable media (eg. memory sticks / CDs / DVDs) by

users on school workstations / portable devices.

® The school infrastructure and individual workstations are protected bg up to date virus software.

Curriculum

® Online safety should be a focus in all areas of the curriculum and staff should reinforce online safety

messages in the use of ICT across the curriculum.

® |n lessons where internet use is pre—planned., it is best practice that pu,p'Lls should be gu,Lded 1o sites checked
as suitable for their use and that processes are in p[acz for dealmg with any unsuitable material that is

Found in internet searches.

® Where pupils are allowed to freely search the internet, e.g. using search engines, staff should be vigilant

in monitoring the content of the websites the young people visit.

® It is accepted that from time fo time, for good educational reasons, students may need to research topics
(e.g. racism, drugs and discrimination) that would normally result in internet searches being blocked. In such
a situation, staff can request that the Network Manager and Headteacher can, if agreed, temporarily
remove those sites from the filtered list or the period of study. Any request to do so should include dear

reasons for the need.

® Pupils should be taught in all lessons to be critically aware of the materials / content they access on-line

and be guided to validate the accuracy of information.

® Pupils should be taught to acknowledge the source of information used and to respect copyright when using

material accessed on the internet.

Communication of Policy Pupils
® Pupils will be informed that Internet use will be monitored.

e A planned online safety programme is provided as part of ICT / PHSE / other lessons and should be
reqularly revisited — this will cover both the use of ICT and new technologies in school and outside school.

® Key online safety messages should be reinforced as part of a planned programme of assemblies.

® Pupils should be taught in all lessons to be critically aware of the materials / content they access on-line

and be guided to validate the accuracy of information.

® Pupils should be taught to acknowledge the source of information used and to respect copyright when using

material accessed on the internet

e Staff should act as good role models in their use of ICT, the internet and mobile devices.




Staff
o All staff will be given the School Online Safety Policy and its importance explained.

® Staff should be aware that Internet traffic can be monitored and traced to the individual user.

® An audit of the online safety training needs will be included as part of the general ICT training needs
review process. It is expected that some staff will identify online safety as a training need within the

PZY"JCO rmance managemmt PY"OC@SS .

o All new staff should receive online safetg training as part of their induction programme, ensuring that

they fully understand the school online safety policy and Acceptable Use Policies.

® The Head teacher/Network manager will provide advice / guidance / training as required to individuals

as required.

® Discretion and professional conduct is essential at all times.

Staff Equipment / Device Policy

® Staff are permitted to use their own computing equipment (not including mobile phones) to work with
however NO data pertaining to pupils or personal information of other persons / staff may be stored
locally upon that system. Similarly data stored upon external storage or removable drives is not permitted

unless encrypted / password, protected.

e Staff must be aware that personal computing items i used for school purposes are done so at their own

risk in terms of damage or loss

Potential and Actual Breaches of the Code 0 Conduct

® In instances where there has been a breach of the terms of this policy by an employee o the school, the
Following will apply:

® Any breaches of this policy by an employee of the school will be fully investigated. Where it is found that
there has been a breach of the policy this may result in action being taken under the Discplinary Procedure.
Depending on the dircumstances a. breach of this policy may be viewed as misconduct which could result in

dLschLLnav*g action bemg taken or gross misconduct which may result in summary dismissal .

° Ang breach of this policy by a stakeholder who is not an employee of the school the Governing Body will
take appropriate action in order to protect the school’s reputation and that of its staff, parents, governors,

children and anyone else directly linked to the school.

Parents

e Parents’ attention will be drawn to the School online Safety Policy in newsletters and on the school Web

site ®
Parents evenings.

«xAll pupils/staff and parents will be required to sign an acceptable use policy agreements




Respond'mg to incidents of misuse / concerns

by a child/parent to Leader ond recards on E-

E safety disclasure |2 made > Teacher shares with Phase
teacher. | Sefety incident report form.

E Safety Co-ordinatar
reviews severity with
Head teacher/Deputy,
Consequence put in place. ) ‘

1 ‘ Phase Leeder immediately
pesses form te E Safery
Co-ardinatar.

Depending on the severity, Further actlen recarded
behaviour pollcy may be || oh E Safety form (pessibly
follewed, In axtreme cases, CP form/behavieur lag) and
Local Police/ Social care filed.
invalvament may be necessary ' =

incidents 1o anabyse ahd eonsulted an further
possible patterns/re- | aetians
OCCUFFEnces

Termly review of E Safety < | Parente/Carers Informed

I¥ any apparent or actual misuse appears to involve illegal activity i.e.

® child sexual abuse images

* adult material which potentially breaches the Obscene Publications Act
* criminally radist material

® other criminal conduct, activity or materials




Flowchart for responding to e-safety incidents in school

In accordance with SWGH usage
policy, have you found
inappropriate or iBagal materkal on
aPC?

yos

v

Do you suspect that

yos

inappropriate or ilegal material ——————

i& being accessed?

Disconnect the computar from tha
mains immediately - do not
shutdown as this could arase
evidence

L J

DO you balieve that tha matedal
ilbegal?

Do you know when such material
may have bean accessad
(approximate times7?)

9

If you are confident that your
network manager / technician is not
involved then discuss with tham
otherwise do not imvolve them?

h

Do the log files contain illegal
material?

~

Do the log fles contain
inappropriate material?

no

Is material illegal or ikely to ba? |

-




Kirkdale, St Lawrence CE Primary School

Prtmarg Pup'Ll Acceptable Use Agmement
Onlme—sajcetg Rules

® | will only use ICT in school for school purposes
® | will only use my class e-mail address or my own school e-mail address when e-mailing
® | will only open e-mail attachments from people | know, or who my teacher has approved
o | wil

not tell other people my ICT passwords

o | will only opm/ delete my own files

|
|
|
|
|
|

o | will make sure that all ICT contact with other children and adults is responsible, polite and sensible

® | will not deliberately look for, save or send anything that could be unpleasant or nasty. I | accidentally find anything like
this | will tell my teacher immediately

® | will not give out my own/others details such as name, phone number or home address. | will not arrange to meet someone
or send my image unless this is part of a school pro ject approved by my teacher and a responsible adult comes with me

® | will be responsible for my behaviour when using ICT because | know that these rules are to keep me safe

® | will support the school approach to online safety and not deliberately upload or add any images, video, sounds or text that
could upset any member of the school community

® | know that my use of ICT can be checked and my parent/ carer contacted if a member of school staf¥ is concerned about
my sa fety

® | will not sign up For any online service unless this is an agreed part of a school pro ject approved by my teacher

Dear Parent/ Carer

ICT induding the internet, e-mail and mobile technologies has become an important part of learning in our
school. We expect all children to be safe and responsible when using any ICT. Please read and discuss these
online -safety rules with your child and return the slip at the bottom of this page. If you have any concerns
or- would, like some explanation please contact Mrs Campbell. Please take care to ensure that appropriate

systems are in place at home to protect and support your child/ren.

<

Parent/ carer slgnatu.re
We have discussed this document with ... ... ... ... . ... (child's name)

and we agree to Follow the online-safety rules and to support the safe use of ICT during my child’s time at
Kirkdale, St Lawrence CE

Parent/ CarerSLgnamm......................,...,.............,.,............,....




Kirkdale, St Lawrence CE Primary School

Staff, Governor and Volunteer Acceptabte Use Agmement

Code of Conduct

ICT (anlu,dmg data) and the related technologies such as e-mail, the internet and mobile devices are an
expected part of our daily working life in school. This policy is designed to ensure that all staff are aware
of their professional responsibilities when using any form of ICT. All staff are expected to sign this policy

and adhere at all times to its contents. Any concerns or clarification should be discussed with Mrs Campbell

(Headteacher)

I will only use the school’s email / Internet / Intranet / Learning Platform and any related technologies for professional
purposes or for uses deemed acceptable by the Head or Governing Body

I will comply with the ICT system security and not disclose any passwords provided to me by the school or other related
authorities

I will ensure that all electronic communications with pupils and staff are compatible with my professional role

I'will not give out my own personal details, such as mobile phone number, personal e-mail address, personal Twitter
account, or any other social media link, to pupils

I will only use the approved, secure e-mail system(s) for any school business

I will ensure that personal data (such as data held on MIS software) is kept secure and is used appropriately, whether in
school, taken off the school premises or accessed remotely. Personal data can only be taken out of school or accessed
remotely when authorised by the Head or Governing Body. Personal or sensitive data taken off site must be encrypted, eg
on a password secured laptop or memory stick

I will not install any hardware or software without permission of the ICT Technician

I will not browse, download, upload or distribute any material that could be considered of fensive, LLLegaL or dLscerLnatorg
Images of pupils and/ or staff will only be taken, stored and used for professional purposes in line with school policy and
with written consent of the parent, carer or staff member

Images will not be distributed outside the school network without the permission of the parent/ carer, member of staff or
Headteacher

I will support the school approach to online safety and not deliberately upload or add any images, video, sounds or text
that could upset any member of the school community

| understand that all my use of the Internet and other related technologies can be monitored and logged and can be made
available, on request, to my Line Manager or Headteacher

I will respect copyright and intellectual property rights

| will ensure that my online activity, both in school and outside school, will not br'mg the school, my professLona[ role or
that of others into disrepute

I will support and promote the school’s e-Safety and Data Security policies and help pupils to be safe and responsible in
their use of ICT and related technologies

User Signature

| agree to Follow this code of conduct and to support the safe and secure use of ICT throughout the school
Signature .. ...ooooonan o Date o

Full Name . lprinted)

Job title .







